





The following table describes the items in the previous figure.

Item

Description

Wireless Network

Operation Mode

Click the drop-down menu to select an operation mode: Access
Point, Client, Bridged Repeater.

WDS Click the radio button to enable or disable the Wireless Distribution
System (WDS) to allow you to link the Access Points wirelessly.

Main SSID Enter the source SSID network to be repeated.

BSSID Displays the basic service set identifiers (BSSID) for the device.

Scan AP Click to rescan the selected SSID.

Extender SSID

Enter the AP device to be used as the extender.

Management Frame
Protection

Click the radio button to enable, disable, or set the function to
optional. The wireless feature increases the security of the
management frames, standard: IEEE 802.11W-2009.

Operation frequency

Country Code Click the drop-down menu to select the country code to specify
different selectable channels. Available options: US (United
States), Germany, France, China and Japan. Some specific
channels and/or operational frequency bands are country
dependent.

Band Click the drop-down menu to select the band channel.

Band / Channel Click the drop-down menu to select the band and channel

bandwidth bandwidth: 11b/g - Non-HT (Legacy), 11n - HT20, 11n - HT40, or

11ac - VHT 80.

Channel / Frequency

Click the drop-down menu to select a wireless channel/frequency:
— AutoSelect
— Channel 1: 2.412 GHz
— Channel 2: 2.417 GHz
— Channel 3: 2.422 GHz
— Channel 4: 2.427 GHz
— Channel 5: 2.432 GHz
— Channel 6: 2.437 GHz
— Channel 7: 2.442 GHz
— Channel 8: 2.447 GHz
— Channel 9: 2.452 GHz
— Channel 10: 2.457 GHz
— Channel 11: 2.462 GHz
— Channel 12: 2.467 GHz
— Channel 13: 2.472 GHz
— Channel 14: 2.484 GHz (802.11b)

Submit

Click Submit to save the values and update the screen.

The Access Point Settings as displayed in the following figure are available when the
operation mode (Wireless Network) is set to access point.
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To access this page, click Wireless - 2.4GHz > Advanced.
£ Advanced Wireless Settings A

Access Point Settings

Beacon Interval 100 ms (20 -
999 )
Data Beacon Rate 2 ms(1-255
(DTIMm) )
20/40 Coexistence Disable v
HT LDPC Enable v
Station Inactivity 30
Time

in s{range 30 - 600, default 300)

Advanced Wireless Setting

RTS Threshold 2347 (1-2347)
issi 21
Transmission aBm
Power
WMM Enable v
Short Guard Enable v
Interval

.

Figure 3.14 Wireless - 2.4GHz > Advanced
The following table describes the items in the previous figure.

Item Description

Access Point Settings

Beacon Interval Enter a value (20-999) to specify the frequency interval to
broadcast packets.

Data Beacon Rate DTIM, which stands for Delivery Traffic Indication Message, is

(DTIM) contained in the data packets. It is for enhancing the wireless

transmission efficiency. The default is set to 2. Enter a value
between 1 and 255.

20/40 Coexistence Select enable to select 20/40 MHz coexistence. Once enabled, the
device allows clients operating only on a single channel (20 MHz)
to connect to the wireless network (default: disabled).

HT LDPC Enable to advertise Low-density Parity Check (LDPC) support. By
enabling HT LDPC, the function improves data transmission over
channels with a high degree of background noise (default:
enabled).

Station Inactivity Time  Enter the value in seconds (30 to 600, default 300) to define the
period of traffic inactivity for a client before the AP removes it.

Advanced Wireless Setting

RTS Threshold Enter a value (1-2347) to specify the request time to send
threshold.

Transmission Power Click the drop-down menu to set the transmission power (9 - 21
dBm) of the WiFi. By default the AP transmits at 21 dBm.

WMM Enable WiFi Multimedia (WMM) to enhance the quality of service

(QoS) on a network by prioritizing packet data based.
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Item

Description

Short Guard Interval

Click the drop-down menu to enable/disable the short guard
interval. In 802.11 operation, the guard interval is 800ns. The short
guard interval time is 400ns to allow for an increased throughput.

Submit

Click Submit to save the values and update the screen.

The Client Settings as displayed in the following figure are available when the
operation mode (Wireless Network) is set to client.

To access this page, click Wireless - 2.4GHz > Advanced.

& Basic Wireless Settings A

Wireless Network

Operation Mode Client M

BSSID 88:dc:96:80:0Mea

WDS QO Enabled (& Disabled

ssiD EKI-B333AC-2G-2.4G

{

Management Frame (Q Enable (8 Disable {Q Optional

Protection

Operation Frequency

Country Code US {United States) M
Channel Selection Auto v
Channel Bandwidth 11n - HT 20 T

Figure 3.15 Wireless - 2.4GHz > Advanced

The following table describes the items in the previous figure.

Item

Description

Client Settings

Roam

Click to enable or disable the roaming function allowing it to
automatically switch to another AP with a better signal strength.

Watchdog

Click to disable the function, disassociate or ping a specific IP

address.

The function stops unsecured wireless LAN usage across the

network.

B Disassociation: Transmits disassociation and
deauthentication frames to prevent client association.
Detected rogue WLANS.

B Ping: The feature pings a specified IP address. If there is no
response to the pings, the AP performs one of the following
functions: Restart WiFi, Reboot, or Force Re-association.

Watchdog Action

Available when Watchdog is set to disassociate.

Click the drop-down menu to associate a response to the
Watchdog event, options: Restart WiFi, Reboot, Force
Reassociation.

Disassociate Timer

Available when Watchdog is set to disassociate.

Ping Target Available when Watchdog is set to ping.
Enter the IP address to target when watchdog ping is activated.
Ping Waittime Available when Watchdog is set to ping.

Enter the value in seconds to designate the interval between
pings.
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3.4.3.3

Item Description

Ping Loss Counter Available when Watchdog is set to ping.
Enter a value to activate the Watchdog function when the
configured number of ping failure time is reached.

MAC Clone Click to enable or disable the function, which allows the cloning of
a wireless MAC address to connect an AP.

Clone Method Available when MAC Clone is enabled.

Click to select the clone method, Auto or Manual. By selecting
Manual, you can enter the MAC address in the Clone MAC
Address field.

Advanced Wireless Setting

Transmission Power Click the drop-down menu to set the transmission power (9 - 21

dBm) of the WiFi. By default the AP transmits at 21 dBm.

Short Guard Interval Click the drop-down menu to enable/disable the short guard

interval. In 802.11 operation, the guard interval is 800ns. The short
guard interval time is 400ns to allow for an increased throughput.

Submit

Click Submit to save the values and update the screen.

To access this page, click Wireless - 2.4GHz > Security.

£ Wireless Security/Encryption Settings A

Security Policy

Security Mode None M

Figure 3.16 Wireless - 2.4GHz > Security

In Bridged Repeater mode, the security / encryption settings are displayed as follows.
See the following figure.

£ Main / Wireless Security/Encryption Settings ~

Security Policy (Main)

Security Mode None v
£ Extender / Wireless Security/Encryption Settings ~

Security Policy (Extender)

Security Mode None M

Figure 3.17 Wireless - 2.4GHz > Security

Item

Description

Security Policy
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3.4.3.4

Item Description

Security Mode Click the drop-down menu to select the encryption when
communication. Available options: None, WEP, WPA-Personal and
WPA/WPA2-Enterprise. If data encryption is enabled, the key is
required and only sharing the same key with other wireless
devices can the communication be established.

Submit Click Submit to save the values and update the screen.
Security Policy (Main)
Security Mode Click the drop-down menu to select the encryption when

communication. Available options: None, WPA-Personal and WPA/
WPA2-Enterprise. If data encryption is enabled, the key is required
and only sharing the same key with other wireless devices can the
communication be established.

Submit Click Submit to save the values and update the screen.

Submit and clientuse  Click Submit to push the settings to the client.
the same security.

Security Policy (Extender)

Security Mode Click the drop-down menu to select the encryption when
communication. Available options: None, WPA-Personal and WPA/
WPA2-Enterprise. If data encryption is enabled, the key is required
and only sharing the same key with other wireless devices can the
communication be established.

Submit Click Submit to save the values and update the screen.

The Multiple SSID feature is only available when the wireless mode of the device is
set to AP, see “Management” on page 42.

To access this page, click Wireless - 2.4GHz > Multiple SSID.
£ Multiple SSID Settings A

2.4GHz SSID

EKI-8333AC-2G-2.4G None Enable

]

Add SSID
State (® Enabled ) Disabled
SSID
SSID Broadcast Enable ’

Management Frame QO Enable @® Disable O Optional
Protection

Security Policy

Security Mode

J

Figure 3.18 Wireless - 2.4GHz > Multiple SSID
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3.4.3.5

The following table describes the items in the previous figure.

Item Description

Add Click Add after completing the SSID information to create the
wireless network and list it in the menu.

Add SSID

State Click the radio button to designate the state (enabled/disabled) of
the defined SSID.

SSID Enter the text string identifying the name of the SSID.

SSID Broadcast

Click the drop-down menu to enable (visible) or disable (not
broadcasted) the broadcasting of the SSID name

Management Frame
Protection

Click the radio button to enable, disable, or set the function to
optional. The wireless feature increases the security of the
management frames, standard: IEEE 802.11W-2009.

Security Policy

Security Mode

Click the drop-down menu to select the encryption when
communication. Available options: None, WPA-Personal and WPA/
WPA2-Enterprise. If data encryption is enabled, the key is required
and only sharing the same key with other wireless devices can the
communication be established.

Submit

Click Submit to save the values and update the screen.

The QoS feature is only available when the wireless mode of the device is set to AP
or Bridged Repeater, see “Management” on page 42.

The QoS function is only available in Access Point mode.
To access this page, click Wireless - 2.4GHz > QoS.

£ QoS

Interface Name

Download Speed
(kbit/s

Upload Speed
(Kbit/s)

wilan0 (EKI-6333AC-2G-2.4G) v
QO Enabled (® Disabled

(1024 -
102400)

85000

(1024 -
102400)

.

Figure 3.19 Wireless - 2.4GHz > QoS

The following table describes the items in the previous figure.

Item

Description

Interface Name

Click the drop-down menu to select an interface from the list of
already created wireless networks.

QoS

Click the radio button to enable or disable the QoS policy on the
selected interface.

Download Speed (kbit/s)

Enter the value (kbit/s) to define the download speed of the policy:
1024 to 102400, default: 85000)

Upload Speed (kbit/s)

Enter the value (kbit/s) to define the upload speed of the policy:
1024 to 102400, default: 10000)

Submit

Click Submit to save the values and update the screen.
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3.4.3.6

3.4.3.7

To access this page, click Wireless - 2.4GHz > Statistics.

B Overview

Information Name
Mode
SSID
Channel / Frequency

BSSID

EE Station List

B Wlan Status

Information Name
TX Packets

TX Bytes

RX Packets

RX Bytes

Signal
Level

~
Information Value
Access Point
EKI-B8333AC-2G-2.4G
channel 11 (2462 MHz)
88:DC:96:80:0F:EA
~
Connected TX/Rx TX Rx
Time Rate Packets/Bytes Packets/Bytes
Y

Information Value

Figure 3.20 Wireless - 2.4GHz > Statistics
The following table describes the items in the previous figure.

Item Description

Overview

Mode Display the current operation mode of the device.
SSID Display the SSID.

Channel / Frequency

Display the current channel / frequency of the device.

BSSID

Display the MAC address of the device.

Station List

Station BSSID

Displays the basic service set identifier (BSSID), access point
unique MAC address.

Signal level

Displays the power level measure in decibel-milliwatts of the listed
BSSID.

Connected time

Displays the total uptime period.

Tx/Rx rate Displays the transmit (Tx) to receive (Rx) rate of the connected
client.

Tx packets/bytes Displays the total Tx packets and corresponding bytes.

Rx packets/bytes Displays the total Rx packets and corresponding bytes.

Wian status

TX packets Display the current Tx packets.

TX bytes Display the current Tx bytes.

RX packets Display the current Rx packets.

RX bytes Display the current Rx bytes.

The Access Control feature is only available when the wireless mode of the device is
set to AP, see “Management” on page 42.
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Access Control allows for an administrator to allow or deny access by defining
specific devices through their MAC address.

To access this page, click Wireless - 2.4GHz > Access Control.

## Access Control Method ~
ssiD EKI-6333AC-2G-2.4G v
Access Control Disable v
Method

Figure 3.21 Wireless - 2.4GHz > Access Control
The following table describes the items in the previous figure.

Item Description

SSID Click the drop-down menu to select the SSID from the list of
already created wireless networks.

Access Control Method Click the drop-down menu to set the access control method:
Disable, Deny or Allow.
In the Deny or Allow menu, enter the MAC address of the target
device - support for up to 32 target devices.

Submit Click Submit to save the values and update the screen.
3.4.3.8
The Site Survey feature is only available when the wireless mode of the device is set
to Client or Bridged Repeater mode, see “Management” on page 42.
To access this page, click Wireless - 2.4GHz > Site Survey.
Refresh
B AP list ~
SSID BSSID Frequency Signal level Encrpytion
DIRECT-FKLT37msDL 86:C6:3B:E1:A9:FD 2412 MHz -88 dBm WPA-personal
Figure 3.22 Wireless - 2.4GHz > Site Survey
Item Description
Refresh Click to update the displayed AP list table.
AP list
SSID Displays the name of the listed AP.
BSSID Displays the basic service set identifiers (BSSID) used to describe
the section of the SSID.
Frequency Displays the radio frequency of the listed SSID.
Signal level Displays the signal level of the listed SSID.
Encryption Displays the encryption type assigned to the listed SSID.
3439

The VLAN function allows for the processing of data to and from clients in the same
manner as data is processed to and from wired connections.
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To access this page, click Wireless - 2.4GHz > Site Survey.

£ VLAN =~
VLAN ID
° Port Wireless SSID Delete
2 & LAN1 EKI-6333AC-5G-5G x
O LAN?
3 & AN EKI-6333AC-2G-2.4G x
O LAN?

Ada | subrmit

Figure 3.23 Wireless - 2.4GHz > Site Survey

Item Description

VLAN ID Enter a variable (1 to 127) to identify the VLAN entry.

Port Click a specific interface (LAN 1/ LAN 2) to designate to the VLAN
entry.

Wireless SSID Click the drop-down menu to select an SSID entry to configure to
the VLAN entry.

Delete Click Delete to remove the VLAN entry from the list.

Add Click Add after completing the SSID information to create the
wireless network and list it in the menu.

Submit Click Submit to save the values and update the screen.
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3.4.3.10
To access this page, click Wireless - 2.4GHz > Log.

Log ~
E ™ Auto Scroll

229757 us: Gonfiguration file: /var/run/nostapd-phy0.conf
052747 us: Using interface wian0 with hwaddr 88:dc:96:80:0f:ea and ssid "EKI-

‘ea al

B6333AC-2G-2.4G
[2019-06-20 09

386 us: wianO: interface state UNINITIALIZED->ENABLED
[2019-06-20 09:06

98569 us: wian0: AP-ENABLED

Figure 3.24 Wireless - 2.4GHz > Log
The following table describes the items in the previous figure.

Item Description
Download
Auto Scroll

Click Download to download the log file.

Click the option to allow for auto scrolling when the log entries has
extended below the page line.

3.4.4

To access this page, click Interface > Wireless - 5GHz.

For further details regarding the user interface, refer to the Wireless 2.4GHz section.
See “Wireless 2.4GHz” on page 25.
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3.5

3.51

3.5.2

3.5.2.1

To access this page, click Networking > Static Route.

£ Static Route A~
Target IP Address Netmask Gateway Interface Metric | MTU Delete
192.168.1.10 255.255.0.0 192.168.1.1 LAN v 3 1500
LAMN v

&3
Figure 3.25 Networking > Static Route
The following table describes the items in the previous figure.

Item Description

Target IP Address Enter an IP address (static route) for this static route.

Netmask Enter a netmask setting (static route) for this static route.

Gateway Enter a gateway setting (static route) for this static route.

Interface Enter an interface for this static route, options: LAN, WAN,
Wireless 2.4GHz, or Wireless 5GHz.

Metric Enter the administrative distance (default: 1) used by the ap to
choose the best path for two or more routes to the same
destination.

MTU Enter the maximum transmission value for the data packets if
applicable.

Delete Click Delete to remove the route from the available list.

Add Click Add to include the route in the static routing policy.

Submit Click Submit to save the values and update the screen.

To access this page, click Networking > Forwarding > Port Forwarding.

>

£ Port Forwarding

Enabled | Name Start Port End Port Local IP Local Port Protocol Delete

&~ PortForward o1 55 192.168.1.166 3001 TCP ¥

HE

O TCP v
[
Figure 3.26 Networking > Forwarding > Port Forwarding
The following table describes the items in the previous figure.

Item Description

Enabled Click Download to download the log file.

Name Enter a text string to identify the port forwarding entry.
Start Port Enter the value of the starting port for this entry.
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Item Description

End Port Enter the value of the ending port for this entry.
Local IP Enter the IP address defining the static address of the local IP.
Local Port Enter the value defining the local port.
Protocol Click the drop-down menu to select the protocol setting, options:
TCP, UDP, Both.
Delete Click Delete to remove the selected entry from the port forwarding
policy.
Add Click Add to include the entry in the port forwarding policy.
Submit Click Submit to save the values and update the screen.
3.5.2.2
To access this page, click Networking > Forwarding > DMZ.
& DMZ
pmMz (Q Enabled (® Disabled
P
 Submit
Figure 3.27 Networking > Forwarding > DMZ
The following table describes the items in the previous figure.
Item Description
DMz Click the radio button to enable or disable the DMZ function.
IP Enter the IP address to designate a static IP address as the DMZ
target.
Submit Click Submit to save the values and update the screen.
3.5.3
3.56.3.1

To access this page, click Networking > Security > Filter.

£ Fitter ~

Fiter (& Enabled () Disabled

Enabled | Direction Source IP Destination IP Protocol Source Port Destination Port Delete
4 LAN -> WAN ¥ 192.168.1.56 192.168.1.210 TCP v 5000 8080

Figure 3.28 Networking > Security > Filter

Item Description

Filter Click the radio button to enable or disable the Filter policy.

Enabled Select to enable the defined filter entry.

Direction Click the drop-down menu to select the direction of the data packet
taffic for the entry: LAN to WAN, WAN to LAN.

Source IP Enter the IP address of the sender address.

Destination IP Enter the IP address of the destination address.
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Item Description

Protocol Click the drop-down menu to select the protocol type for the entry:
TCP, UDP, ICMP.

Source port Enter the port number of the sender IP address.

Destination port Enter the port number of the destination IP address.

Delete Click Delete to remove the entry from the Filter policy.

Add Click Add to include the entry in the Filter policy.

Submit Click Submit to save the values and update the policy.

3.56.3.2
To access this page, click Networking > Security > VPN Passthrough.

£+ VPN Passthrough ~

PPTP Passthrough (O Enabled (9 Disabled
L2TP Passthrough (O Enabled (@ Disabled

IPSec Passthrough Q Enabled (@ Disabled

Figure 3.29 Networking > Security > VPN Passthrough

Item Description

PPTP Passthrough Click the radio button to enable or disable PPTP packets to pass
through.

L2TP Passthrough Click the radio button to enable or disable L2TP packets to pass
through.

IPSec Passthrough Click the radio button to enable or disable IPSEC packets to pass
through.

Submit Click Submit to save the values and update the policy.
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3.6

3.6.1
To access this page, click Management > Password Manager.
£+ Password Manager ~
Username admin
Password
Confirm Password
Figure 3.30 Management > Password Manager
The following table describes the items in the previous figure.
Item Description
Password Enter the text string to define a password for the listed username
entry.
Confirm Password Re-type the text string as identified in the password field to confirm
the entry.
Submit Click Submit to save the values and update the screen.
3.6.2

Users can enable the syslogd function to record historical events or messages locally
or on a remote syslog server.
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To access this page, click Management > Syslog.

B8 Syslog Settings

Remote Log (O Enabled (® Disabled

IP Address

Port

J

it
o
-
[%1
(=]
w

E (J Auto Scroll

Sun Jun 23 04:03:00 2019 cron.err crond[15
/sbin/adv_cleanup_log
Sun Jun 23 04:04:00 2019 cron.err crond[15
/sbin/adv_cleanup_log
Sun Jun 23 04:05:00 2019 cron.err crond[15
/sbin/adv_cleanup_log
Sun Jun 23 04:11:00 2019 cron.err crond[15
/sbin/adv_cleanup_log
Sun Jun 23 04:12:00 2019 cron.err crond[15
/sbin/adv_cleanup_log
Sun Jun 23 04:13:00 2019 cron.err crond[15
/sbin/adv_cleanup_log
Sun Jun 23 04:14:00 2019 cron.err crond[15
/sbin/adv_cleanup_log
Sun Jun 23 04:15:00 2019 cron.err crond[15
/sbin/adv_cleanup_log
Sun Jun 23 04:16:00 2019 cron.err crond[15
/sbin/adv_cleanup_log
Sun Jun 23 04:17:00 2019 cron.err crond[15
/sbin/adv_cleanup_log

Figure 3.31

11]: USER root pid 26742 cmd
11]: USER root pid 26743 cmd
11]: USER root pid 26752 cmd
11]: USER root pid 26758 cmd
11]: USER root pid 26759 cmd
11]: USER root pid 26760 cmd
11]: USER root pid 26761 cmd
11]: USER root pid 26762 cmd
11]: USER root pid 26771 cmd

11]: USER root pid 26772 cmd

Management > Syslog

The following table describes the items in the previous figure.

Item Description

Remote Log Click the radio button to enable or disable the remote log function.
Enabling the function allows for the saving of log entries on a
remote, not local, system.

IP Address Enter the static address of the remote system used for storing
logging information.

Port Enter the port number of the define static address used for storing
logging information.

Submit Click Submit to save the values and update the screen.

Download Click Download to download the log file.

Auto Scroll Click the option to allow for auto scrolling when the log entries has

extended below the page line.
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3.6.3
To access this page, click Management > NTP / Time.

£+ NTP Settings ~

System Time Sun Jun 23 16:47:30 GMT 2019

Manual Time Year Month Day
2019 Jun v 23 r
Hour Minute Second

16 v | 47 v|| 24 v

NTP Service Enable M
Time Zone (GMT) England M
NTP Server 0.pool.ntp.org

| Submit|
Figure 3.32 Management > NTP / Time
The following table describes the items in the previous figure.

Item Description
System Time Displays the current system time settings.
Manual Time To enable manual configuration, NTP Service option must first be

disabled. Manually enter the Year, Month, Day, Hour, Minute, and
Second settings to define the system time.

NTP Service Click the drop-down menu to enable or disable the NTP server. By
disabling this function, the Manual Time setting can be configured.

Time Zone Click the drop-down menu to select a system time zone.

NTP Server Enter the address of the SNTP server.

Submit Click Submit to save the values and update the screen.
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3.6.4

To access this page, click Management > SNMP.

£ SNMP System Settings

SNMP

Contact

Name

Location

Description

£ SNMP Daemon Settings

Version

Server Port

Read Community

Write Community

£+ SNMP Trap Settings

Trap Server IP

Trap Community

® Enabled (O Disabled
Advantech@advantech.com.tw
Advantech

tw

1073404

Wi v

162

public

private

192.168.1.100

public

 Submit
Figure 3.33 Management > SNMP

The following table describes the items in the previous figure.

Item

Description

SNMP System settings

SNMP Click the radio button to enable or disable the Simple Network
Management Protocol (SNMP) function used to monitor network
devices.

Contact Enter the contact route in an Email format for use during an SNMP
event.

Name Enter the text string describing the contact entry.

Location Enter the text string describing the region/location of the contact
entry.

Description Enter a descriptive remark to better identify the contact entry.

SNMP Daemon Settings

Version

Click the drop-down menu to select the version of the daemon.

Server Port

Enter the port to access on the specified server.

Read Community

Enter the setting to define the level of read access for the defined
user, options: private, public (default).

Write Community

Enter the setting to define the level of write access for the defined
user, options: private (default), public.

SNMP Trap Settings

Trap Server IP

Enter the static route to define the trap server used for the defined
user.
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Item

Description

Trap Community

Enter the setting to define the level of access for the define user,
options: private, public.

Submit

Click Submit to save the values and update the screen.

3.6.5

To access this page, click Management > Remote Services.

£+ Remote Services

HTTP

Redirect HTTP
requests to HTTPS

HTTPS Port

HTTP Port

SSH

SSH

Telnet

Telnet

FTP Server

FTP Server

Disable v

443

(Q Enabled (9 Disabled

(O Enabled (& Disabled

QO Enabled (® Disabled

.

Figure 3.34 Management > Remote Services
The following table describes the items in the previous figure.

Item

Description

HTTP common settings

Redirect HTTP requests

Click the drop-down menu to enable or disable the function. By

to HTTPS default the function is disabled. When enabled, a NAT setting and
Open Ports can be setup to direct connection requests to an
internal server.

HTTPS port Enter the port to forward HTTPS traffic, default: 443.

HTTP port Enter the port to forward HTTP traffic, default: 80.

SSH

SSH Click the radio button to enable or disable access to SSH function.

Telnet

Telnet Click the radio button to enable or disable access to the Telnet
function.

FTP Server

FTP Server Click the radio button to enable or disable access to the FTP
Server function.

Submit Click Submit to save the values and update the screen.
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3.6.6

To access this page, click Management > Configuration Manager.

£+ Configuration Manager A
Backup
Download
Configuration
Restore
Restore Choose File | No file chosen
Configuration

Figure 3.35 Management > Configuration Manager
The following table describes the items in the previous figure.

Item Description
Backup
Backup Click Backup to export the device settings.
Restore
Upload Archive Click Upload Archive to select a previously saved configuration
file.
3.6.7
To access this page, click Management > Firmware Upgrade.
# Frmware Upgrade A
Firmware Location Choose File | Mo file chosen
 Upload
Figure 3.36 Management > Firmware Upgrade
The following table describes the items in the previous figure.
Item Description
Choose File Click Choose File to select the configuration file.
Upload Click Upload to upload to the current version.
3.6.8

To access this page, click Management > Apply Configuration.

## Reset System A
Reset to Defaults

Figure 3.37 Management > Apply Configuration
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The following table describes the items in the previous figure.

Item Description

Reset Click Reset the device, any changes to settings will be lost unless
the Apply Configuration function is executed prior to resetting.

3.6.9
To access this page, click Management > Apply Configuration.
#+ Apply Configuration A
Apply Configuration
Figure 3.38 Management > Apply Configuration
The following table describes the items in the previous figure.
Item Description
Apply and Reboot Click Apply and Reboot to save the new configuration settings
and reboot the device to permanently save the new settings.
3.6.10
To access this page, click Management > Reboot Device.
£+ Reboot A
Reboot

Figure 3.39 Management > Reboot Device
The following table describes the items in the previous figure.

Item Description

Reboot Click Reboot to reboot the device. Any configuration changes you
have made since the last time you issued a save will be lost.
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3.7

3.71

To access this page, click Tools > Diagnostics.

## Diagnostics

IP Address or
Hostname

IP Address or
Hostname

Results

I

Figure 3.40 Tools > Diagnostics

The following table describes the items in the previous figure.

Item

Description

IP Address or Hostname

Enter the IP address or host name of the station to ping. The initial
value is blank. The IP Address or host name you enter is not
retained across a power cycle. Host names are composed of
series of labels concatenated with periods. Each label must be
between 1 and 63 characters long, maximum of 64 characters.

Ping

Click Ping to display ping result for the IP address.

IP Address or Hostname

Enter the IP address or host name of the station to ping. The initial
value is blank. The IP Address or host name you enter is not
retained across a power cycle. Host names are composed of
series of labels concatenated with periods. Each label must be
between 1 and 63 characters long, maximum of 64 characters.

Traceroute Click Traceroute to track the pathway taken by a packet on the
designated network from source to destination.
Results Displays the results of the Ping or Traceroute function after

initializing.
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